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Copyright protection and integrity of digital images have become

one of the vital issues in crucial watermark applications like Cheque

Truncation System (CTS), Patient record management system and

e-document verification etc. This paper illustrates an integrated wa-

termarking and encryption technique to safeguard copyright of im-

ages and to offer security to the watermarked image contents. Wa-

termarking technique based on combination of Advanced Encryp-

tion Standard (AES) and Elliptic Curve Cryptography (ECC) in

Discrete Cosine Transform (DCT) is proposed in this work. 25 sets

of watermark are classified for embedding owner details with a size

variation of 256—3328 bits. Watermark sequence and the secret keys

are the prime requisite in the semi-blind approach for the extraction

purpose. Peak Signal to Noise Ratio (PSNR), Structural similar-

ity index measure (SSIM), Correlation Coefficient (CC), Net Pixel

Change Rate (NPCR) and Entropy are specified in the objective

function to identify noise, structural match, association, variation

and imperceptibility factors. The experimental results display that

the projected watermarking scheme offers better quantitative pa-

rameter outcomes in comparison with previous related techniques.
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1. INTRODUCTION

Unauthorized distribution and protection of intellec-

tual digital property raised the need of Watermarking

techniques. Watermarking has emerged as a prominent

practice in the last decade. Digital data subversion has

generated a number of concerns around digital authen-

tication, reliability and copyright defence.

Unrestricted and easy transmission of information

is also one of its greatest weaknesses, leading to the

copying and outright theft of information, particularly

images. Increase in use of digital images brings about

the necessity for individuals to safeguard their digital

assets. Given the motivation to protect intellectual prop-

erty by ownership definition and security concerns; a

watermarking with AES and ECC for digital images

has been suggested as a form of secure watermarking

scheme for images.

An expert crafts a digital image with due exertions

along with a price. When illegitimate imitation of the

image is found on the web, then the proprietorship

correlated with the image is to be determined. Due

to this delinquent, a practice called watermarking was

announced to defend the copyright of digital images

with its creative holder. The system of implanting data

into digital image is labelled as digital watermarking

[1]. Data to be injected into the image is called a

watermark. Inserted watermark can be mined in future

for the tenacity of proof of identity and verification [2].

Amendment triggered by entrenching the watermark is

controlled to preserve visual resemblance amongst the

host and the watermarked image [3]. The watermarking

scheme can be represented symbolically by

Iw = E(Io,W) (1)

(1) where Io, W and Iw denote the original image, the

watermark containing the owner information, and the

watermarked image, respectively. For watermark recog-

nition, a perceiving function P is used. This operation

is represented by

W0 = P(Iw,I0) (2)

The extracted watermark sequence W0 is then com-
pared with the original W using a correlation measure

μ given as

μ(W,W0) =
½
1, if t > °

0, otherwise
(3)

where t is the value of the correlation and y0 is a positive
threshold. One bit watermarking is aimed to identify the

existence or the lack of the watermark in the discernable

object. Multiple bit watermarking includes a message

(M) with n-bit long stream

M = f0,1gn (4)

such that (m=m1,m2, : : :mn, with n= jmj)
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Fig. 1. Perceptible Watermarking Model

Watermarking is categorized into subsequent two

classes as per visual insight [4]: Perceptible watermark-

ing and Imperceptible watermarking. Perceptible water-

marks work is of assertion of proprietorship and ori-

gin [5]. Figure 1 shows the perceptible watermarking

model. Observable watermarks decrease the value of an

image for an offender devoid of dropping its value for

genuine legal tenacities [6]. Imperceptible watermarks

are also termed as invisible watermarks [7], as in this the

watermarks are not apparent on the image. Watermarks

are implanted in the digital image such that visible mod-

ification amongst the cover and watermarked image is

not perceived [8].

Imperceptible watermarking is categorized as: Frag-

ile watermarking and Robust watermarking. Fragile wa-

termarking is castoff for image certification [9] to attest

that acknowledged image was not altered in the course

of communication. Even a minor alteration of the im-

age, eliminates the implanted watermark. Fragile water-

marking turn into semi-fragile watermarking if a defi-

nite boundary is fixed for amendment [10]. Robust wa-

termarking is castoff for safeguarding copyright [11]. In

robust watermarking, the inserted evidence is not aloof

when the image is altered. Even an enormous extent

of alteration does not eradicate the watermark that has

been implanted [12].

Figure 2 shows robust watermark detection where

s is a vector signal such that s= (s1,s2, : : : ,sn) 2 Sn of
n-dimensional multimedia host signal; k is an integer

from an index set K = f1,2, : : : ,kg where K is total

number of messages; x is an authenticated signal such

that x 2 Sn without hosting perceptible visual distortion;
p is a probability density function; and y is the channel

output.

Watermarking is classified into two groups [13] de-

pending upon the processing realm : Spatial domain wa-

termarking and Frequency domain watermarking Spa-

tial domain watermarking changes the content of the

Fig. 2. Robust watermark detection

TABLE 1.

Comparative Analysis of DFT, DWT and DCT.

S. No. Parameter DFT DWT DCT

1. Computational

Complexity

High High Low

2. Coefficients Real and

Imaginary

Real and

Imaginary

Real

3. Energy

Compaction

Property

Low Moderate High

4. Block Artifacts More Less Less

5. Periodicity More

Discontinuous

Discontinuous Less

Discontinuous

image pixels unswervingly based on the watermark that

has to be implanted [14]. The key benefit of this sys-

tem is reduced computational complexity and less time

[15]. Frequency domain system transforms an image

from spatial domain to frequency domain. Watermark

is injected into the frequency coefficients. Inverse trans-

form is then smeared to transmute it back into spatial

domain. Frequency domain practice is more robust than

spatial domain system. Commonly used frequency do-

main transforms are Discrete Fourier Transform (DFT),

Discrete Cosine Transform (DCT) and Discrete Wavelet

Transform (DWT) [16—22]. DCT has been widely used

for watermarking applications among all the transforms

due to low computational complexity, less block arti-

facts and high energy compaction property as shown in

Table 1.

2. LITERATURE SURVEY
Potdar et al. in 2005 [23] recommended three diverse

types of watermarking on the basis of mining prereq-

uisite of the watermark. These include: Non-blind wa-

termarking, semi-blind watermarking and blind water-

marking [24]. In non-blind watermarking original im-

age is essential for the abstraction of the watermark.

In semi-blind watermarking, only the watermark sig-

nal is vital for the removal of the watermark. In blind

watermarking no other evidence is required apart from

the watermarked image. In our proposed work an effi-

cient semi-blind watermarking scheme is perceived by

retrieving the watermarks from the watermarked image.

In semi-blind approach only the watermark sequence

and the secret keys are needed for the extraction pur-

pose. As in most of the watermark applications original

image is not available to the detector, thus the approach

exhibits to be more advantageous than the non-blind ap-

proach. A semi blind watermarking notation is given as

Dd : Ī£ I£W Í£ Ẃ[f ?g and
Xx : Ī£ I£ Ẃ Ḿ £ Ḱ [f ?g (5)
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where D is detection function; X is extraction function

and W is a watermark.

A combination of robust and fragile watermarking

scheme is designed by Zhang et al. in 2008 [25]. In

the robust process watermark is encrypted using AES.

DCT is applied to the blue component of the image for

embedding watermark. In the fragile process red com-

ponent of the image is hashed using SHA-256 and then

encrypted using ECC key and finally embedded using

LSB technique. Our paper used AES with 256 bit key

using frequency coefficients rather than in spatial do-

main. Key generated in our approach is using ECDHP

which is immune to attacks and can be used for copy-

right protection, image integrity certification and iden-

tity authentication.

A multipurpose image watermarking with public

key cryptography is proposed by Ding et al. in 2008

[26]. A blend of copyright protection is done with

content authentication using error correcting codes. In

our proposed approach watermarks are implanted into

separate DCT coefficients as per image block size. To

build up security, the watermarking process makes use

of the ECC, ECDHP and AES instead of RSA algorithm

as is used in this paper.

3. WATERMARKING APPLICATIONS OF PROPOSED
MODEL

Watermarking finds enormous interesting applica-

tions in the field of multimedia, image processing and

e-commerce etc. Some of the key applications associ-

ated with the proposed work are given as:

3.1. Cheque Truncation System

Cheque Truncation System (CTS) is a practice of

averting physical crusade of cheque by switching it

with a digital image, with an intention for secure and

quicker clearance [27]. Watermarking can be applied in

the domain of cheque truncation where the cover image

is a scanned cheque image. Watermarks to be implanted

into the image may encompass user and cheque details.

Embedded watermark can be detached later for the

purpose of credentials and validation to be exploited

for making transactions.

Progression in technology leads to development of

novel algorithms and standards by substituting with pre-

vious security standards. Standards must take account of

aspects like authentication and dependability with the

sharing of images in CTS for making transactions. The

projected method applies new principles and processes

to CTS which tends to be highly consistent and targets

at achieving the standardized practice. Watermarking

methodology and secure algorithms assistance to offer

data reliability, security, and certification solutions to

CTS. Watermarking has been proposed as a standard

system to solve the anomalies concomitant with CTS.

Comparative Analysis of Reserve Bank of India (RBI)

TABLE 2.

Comparative Analysis of RBI based CTS [26] with our proposed

approach.

Parameter RBI-CTS Proposed CTS

Key Generation DH ECDHP

Asymmetric Encryption RSA ECC

Symmetric Encryption Triple DES AES

Image Specification Gray Scale Color Image

based CTS with our proposed approach is shown in Ta-

ble 2.

The proposed effort will corroborate advantageous

for the CTS systems being activated in developing coun-

tries and will also aid the developed countries to weigh

up their prevailing CTS procedures.

3.2. Copyright Protection and Owner Identification of
Digital Images

Digital watermarking system allows an individual to

add copyright notices and other verification messages

to image signals. Such a message is a group of bits

describing information pertaining to the owner of the

image. The messages can be easily detached by crop-

ping the image part that has the identification. Digital

watermarking helps to overcome this problem by em-

bedding the watermark in the form of bits that forms

an integral part of the content. In the case of dispute

over ownership of the host data, embedded watermark

can be used as a proof to identify the true owner of the

host data. Image selling portals like imagesbazaar.com

carry over one million digital images of Indian visuals.

Images at this portal cost substantially depending upon

the theme and the style. Proposed technique helps in

securing the digital image present online by inserting

copyright details.

3.3. Patient Record Management System

Digital watermarking is useful in the e-health envi-

ronment for tele-consulation and tele-diagnosis purpose

[28] Medical images encompass diagnostic information

which can be used for timely detection of the diseases. It

is useful to safeguard patient data, content certification

and medical image reliability. Images are watermarked

to prove the integrity by confirming that the image was

not altered by illicit person [30]. Watermarking is also

applied to determine the authenticity by confirming that

the image belongs to the right patient and exact source.

The proposed approach can play an effective role

in the management of patient’s record. Using this tech-

nique vital information related to patient like name, pa-

tient id, disease name and patient’s photo can be em-

bedded in the medical image. This will prevent the error

of mismatching records of patients.

3.4. Certification of Electronic Passport

Certification is a substantial staple for documents,

such as electronic passports. Fortification of validity in
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passport raised the necessity for the implementation of

electronic passport [31]. Electronic Passport is alike to

the regular passport with addition of a slight integrated

circuit to store digital image [32]. The proposed method

permits secure and imperceptible storing of passport

details which may include passport number, name of

passport owner and other important passport credentials

within a digital image. Any variation done to the stored

image will result in authentication failure which can be

easily identified using the proposed approach.

Usual exercise of programmed passport authoriza-

tion contests the image existent in the chip with the

appearance of the passport holder [33]. The scheme

deportment limits when the modifications are not per-

ceived in the image. Prevailing method does not observe

the swapping of the passport image with an alternative

image. The foremost facet of this verification method is

to introduce an orientation between passport’s particu-

lars and implanted image insides. Application of digital

signature tools legalizes the precision of the evidence

retained in the image. It defends passport’s genuineness

opposing to fraud and security crevices.

The exploration effort proposed by this research

work can be used for automatic verification mechanism

of passport to be used for immigration clearance sys-

tem installed at airports. The proposed scheme can also

be applied to other important certification documents

which include driving licence, identification cards, in-

stitute certificates, university degrees and official gov-

ernment documents.

4. SECURE WATERMARKING COMPONENTS

Secure watermarking integrates ECC, ECDHP and

AES properties to solve key distribution problem and

security concerns for watermarking.

4.1. ECC based Encoding

Elliptic curve cryptography is an asymmetric key

cryptosystem which relies on the computational hard

discrete logarithm of an elliptic curve [34]. ECC tech-

niques do not perform encryption and decryption of ac-

tual data rather they encrypt and decrypt points on the

curve. Encoding translates a message into points de-

fined by the elliptic curve, while decoding translates the

points back to the original message [35].

ECC operations use multiplication operations in-

stead of exponentiation operations. This makes ECC

much faster than other public key cryptosystem like

RSA. The security level specified by RSA can be de-

livered by reduced key size of ECC. For example, the

1024 bit security strength of a RSA can be obtained by

only 163 bit security strength of ECC [36]. In the pro-

posed work ECC’s small key size, high security and re-

duced computational complexity characteristics are in-

tegrated with digital watermarking for improved own-

ership protection.

Fig. 3. Adding points such that P1 6= P2

Fig. 4. Adding points such that P1 = P2

Elliptic curves are customarily signified usingWeier-

strass [37—39] devising in the most common form. An

elliptic curve Ec on a prime field Fp is specified as

Ec(Fp) : y
2 = x3 + ax+ b (p > 3) (6)

where a,b 2 Fp and ¢=¡16(4a3 +27b2) 6= 0. Different
choice of a and b gives different elliptic curves. A true

condition of Discriminant (¢) forms Group Law [40—

44]. There can be three cases in this situation.

Case 1: To add two separate points P1 and P2 such that
P1 6= P2. For an equation y2 = x3¡ x the elliptic curve is
shown in Figure 3.

Step 1. Join the two points i.e. P1 and P2 on an elliptic

curve.

Step 2. The line will also intersect the elliptic curve at

P 03 .
Step 3. Reflect the line to get point P3.

Case 2: To add two points P1 and P2 such that P1 = P2.
For the same equation y2 = x3¡ x the elliptic curve is
shown in Figure 4.

Step 1. Find the tangent line to pint P1 on an elliptic

curve.

Step 2. Find the second point of intersection i.e. P 03
Step 3. Reflect P3 to get point P

0
3 .

Case 3: In case of parallel lines it is assumed that the
line from P1 to P2 will intersect the curve at 1. In this
case the elliptic curve is shown in Figure 5.

In order to find the coordinates of third point using

Group Law the line equation (7) is computed with
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Fig. 5. Adding vertical lines

elliptic curve equation.

y =mx+ b (7)

Let m= ¸ and b = ¯ be substituted in equation (7) such

that

y = (¸x+¯) (8)

y2 = (¸x+¯)2 (9)

(¸x+¯)2 = x3 + ax+ b

¸2x2 +¯2 +2¸x¯ = x3 + ax+ b

x3¡¸2x2¡ 2¸x¯+ ax+ b¡¯2 = 0 (10)

For a cubic equation (5) let x1, x2 and x3 are the three

roots such that

x1 + x2 + x3 = ¸
2

x3 = ¸
2¡ x1¡ x2 (11)

Using point slope form between points (x1,y1) and

(x3,y3)

¸=
y2¡ y1
x2¡ x1

y3 = y1 +¸(x2¡ x1) (12)

Our contribution in this work is to apply logical non-

linear ECC curve points to safeguard watermark inser-

tion against active content identification attacks. The

proposed algorithm performs selective encoding on the

transform coefficients. Encoding converts owner details

into points defined by the elliptic curve in order to be

suitable for encryption. Decoding converts the points

into the original message at the time of retrieval.

4.2. Key generation with ECDHP

Traditional digital rights management (DRM)

schemes involve a twofold structure consisting of only

owner and the buyer. With the ascendable rise in digital

industry multi-level distributors and sub-distributors are

needed to support and circulate the digital content [45].

A native distributor can identify the possibly unfamiliar

marketplace to the owner and make strategies as per the

requirement of the trade. But at the same time, a selfish

distributor can pass on the digital content to other con-

sumers without the consent of the owner. ECDHP solves

this content packaging mechanism by generating key

among all the owners, distributors and sub-distributors.

ECDHP is a deviation smeared to Diffie Hellman tech-

nique through ECC [46]. The method allows members

without any former consociate, to reciprocally gener-

ate a shared key above a susceptible network [47]. The

content packaging system is handled without the need

of a license granting authority [48]. The key is used in

encrypting the credentials of all the persons involved

in the chain. The owner then passes the watermarked

content containing the embedded encrypted credentials

to the next level for distribution. Key generation (KG)

by ECDHP prevents the illegal circulation of digital

content among multiple owners, distributors and sub-

distributors.

NIST based elliptic curves are challenging to solve

as the discrete log problem is strong. Key created by the

system can be castoff by cryptographic organizations

to defend the legitimacy and cover up of the informa-

tion [49]. Trustworthy heralds can tangibly distribute

the secret key, but as the reckoning of key exchange

upsurges, the power involved in the distribution of keys

grows quickly. Programmed key establishing arrange-

ment based on ECDHP assistances in the conservation

of the cryptographic schemes applied in current domin-

ions [50]. The procedure is appropriate to covenant with

exclusivity, authorization, key agreement and accelera-

tive concealment.

Key generation using ECDHP involves:

1. Al and Bb agree publicly on elliptic curve (Ep) over

a large finite field.

2. Al and Bb each privately choose large random integer

as secret key Ak and Bk.

3. Using elliptic curve point addition, Al computes

(AkG) on Ep and sends it to Bb.

4. Similarly, Bb computes (BkG) on Ep and sends it to

Al.

5. Both Al and Bb can now compute the point (AkBkG).

6. Shared secret key computed by both Al and Bb is the

same.

ECDHP forms efficient arithmetic with shorter key

length. ECC provides enhanced security based on dis-

crete logarithm problem. NIST prime curve is compu-

tationally efficient as it significantly reduces the total

number of multiplies in an exponentiation. To protect a

256 bit symmetric key, RSA algorithm would require

15360 bit key size which is approximately 30 times

greater than the size of elliptic curve with 521 bits.

4.3. Secure Watermark Encryption with AES in DCT
Domain

AES is a symmetric block cipher algorithm. It uses

iterated block cipher, supporting a static length block
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TABLE 3.

AES algorithm parameters.

Algorithm

Key Length

(words)

Block Size

(words)

Number of

Rounds

AES-128 4 4 10

AES-192 6 4 12

AES-256 8 4 14

TABLE 4.

AES with ECC prime fields.

Symmetric Length Algorithm Prime Field Binary Field

80 SKIPJACK kpk= 192 m = 163

112 Triple-DES kpk= 224 m = 233

128 AES Small kpk= 256 m = 283

192 AES Med. kpk= 384 m = 409

256 AES Large kpk= 521 m = 571

of 128 bits [51, 52]. The AES algorithm primarily

comprises of three phases: round change, turns and

key expand. Each round conversion includes non-linear

layer, linear mixture layer and add round key layer. AES

algorithm properties are depicted in Table 3. Three key

sizes of 128 bits, 192 bits and 256 bits specify different

number of repetitions of transformation rounds.

Watermark security is safeguarded by encrypting

owner details by means of AES with 256 bits key. En-

crypted owner details are generated in multiple of 128

bits as per the block size specification of AES. En-

crypted watermark is then implanted into the digital

image. AES algorithm delivers watermark security as

only a legitimate owner can retrieve and decrypt the in-

serted stuffing. AES is the preeminent recognized sym-

metric algorithm for encrypting information, but it suf-

fers from the delinquent of key distribution [53—56].

The key distribution concern is elucidated using ECC

by using ECDHP. A hybrid encryption algorithm of

AES and ECDHP ensures the content security in digital

watermarking. AES provide fast computing speed and

encrypts lengthy data while ECDHP handles the key

management issues. The projected scheme inhibits the

confidentiality of owner data by conjoining encryption

with watermarking. Table 4 gives the sizes of the var-

ious underlying fields. kpk is the length of the binary
expansion of the integer p.

Encrypted details are embedded in digital image us-

ing the DCT methodology. Only an authenticated user

with secret key can retrieve the inserted watermarks

from the specified positions within the watermarked im-

age. DCT transforms the image from spatial domain to

transform domain [57]. 2-D DCT of an N £N real sig-

nal matrix f(x,y) (x,y = 0,1,2, : : : ,N ¡ 1) is defined as

C(u,v) = ®(u)®(v)

N¡1X
x=0

N¡1X
y=0

f(x,y)cos

·
¼(2x+1)u

2N

¸

£ cos
·
¼(2y+1)v

2N

¸
(13)

®(u)®(v) =

8>><>>:
r
1

N
u= 0, v = 0r

2

N
u 6= 0, v 6= 0

(14)

where

C(u,v): DCT coefficient at frequency (u,v)

f(x,y): Original image pixel at location (x,y)

x,y = 0,1,2, : : : ,N ¡ 1
u,v = 0,1,2, : : : ,N ¡1
®(u) and ®(v) are the scale factors needed to make

DCT orthogonal

2-D inverse DCT of N £N image matrix is defined

by the equation (10) [58] as shown below:

f(x,y) =

N¡1X
u=0

N¡1X
v=0

®(u)®(v)cos

·
¼(2x+1)u

2N

¸

£ cos
·
¼(2y+1)v

2N

¸
(15)

Matrix and image data define the necessary coefficients

for implanting the watermark content. Mid frequency

coefficients at [2,0] position are altered within each 4£
4 quantised block. Separability [59] and Symmetry [60]

characteristics of DCT are exploited to create a 4-point

DCT in matrix form. If two 1D elementary functions

are same, the transform is said to be symmetric.

Ak,l(m,n) = ak(m)bl(n) = ak(m)al(n) (16)

This expression allows a notation in terms of the anal-

ysis matrix A associated with the 1D Transform

Y = A ¤XAH (17)

where,

X =0BBBBBB@

x(0,0) ¢ ¢ ¢ x(0,n) ¢ ¢ ¢ x(0,N ¡ 1)
¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢

x(m,0) ¢ ¢ ¢ x(m,n) ¢ ¢ ¢ x(m,N ¡ 1)
¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢

x(M ¡ 1,0) ¢ ¢ ¢ x(M ¡ 1,n) ¢ ¢ ¢ x(M ¡ 1,N ¡ 1)

1CCCCCCA
(18)

and

Y =0BBBBBB@

y(0,0) ¢ ¢ ¢ y(0,n) ¢ ¢ ¢ y(0,N ¡ 1)
¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢

y(m,0) ¢ ¢ ¢ y(m,n) ¢ ¢ ¢ y(m,N ¡ 1)
¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢

y(M ¡ 1,0) ¢ ¢ ¢ y(M ¡ 1,n) ¢ ¢ ¢ y(M ¡ 1,N ¡ 1)

1CCCCCCA
(19)
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TABLE 5.

Owner watermarks embedded in Q1.

Label W. Content W. Size (in bits)

W1 OID1 256

W2 W1 + ON1 384

W3 W2 + OHN1 512

W4 W3 + OSE1 640

W5 W4 + OC1 768

W6 W5 + OST1 896

W7 W6 + OMN1 1024

W8 W7 + OEM1 1152

W9 W8 + OID2 1280

W10 W9 + ON2 1408

W11 W10 + OHN2 1536

W12 W11 + OSE2 1664

W13 W12 + OC2 1792

W14 W13 + OST2 1920

W15 W14 + OMN2 2048

W16 W15 + OEM2 2176

W17 W16 + OID3 2304

W18 W17 + ON3 2432

W19 W18 + OHN3 2560

W20 W19 + OSE3 2688

W21 W20 + OC3 2816

W22 W21 + OST3 2944

W23 W22 + OCY3 3072

W24 W23 + OMN3 3200

W25 W24 + OEM3 3328

2-D DCT, configuration and disintegration are separa-

ble processes, consequently resizing of images can be

consummate by applying 1-D operations successively in

horizontal and vertical directions. Our resizing method

with 1-D sequence includes a factor of S=T where S

and T are relatively large prime numbers greater than

1. A total of U successive N-point DCT blocks are pre-

requisite. Each DCT block is zero padded to a size of

SN and then decomposed into SN-point DCT blocks.

Consequently, T disintegrated N-point DCT blocks are

collected into a single TN-point DCT block. Each com-

posed TN-point DCT block is then trimmed to a size

of N.

Integration of AES with RSA to safeguard the water-

mark confidentiality consequences in intake of large key

size grounded on integer factorization. Computation-

ally proficient key exchange contrivance built on ECC

can substitute this security constraint with smaller key

size. AES is the finest recognized symmetric key cryp-

tographic algorithm for encrypting information. It guar-

antees comprehensive safekeeping of the watermark by

smearing block cipher methodology with fixed length

blocks of 128 bits. For improved safety a concentrated

key length of 256 bits is engendered by employing

ECDHP. Energy compaction scrutiny of DCT produces

the essential transform coefficients. Using this charac-

teristic a reduced fraction of coefficients is attained with

big magnitude. Quantizing auxiliary coefficients root

for analogous re-construction. Re-watermarking model

uses the sequential inclusion approach by providing in-

sertion flexibility to the owner of image.

5. PROPOSED MODEL, EXPERIMENTAL RESULTS
AND DISCUSSION

5.1. Experimental Environment

A total of one hundred test images are taken for

embedding watermarks. Color images of .jpeg for-

mat form the test images. Four different image di-

mensions are identified for embedding which includes:

512£ 512, 640£ 480, 800£ 600 and 1024£ 768. Each
dimension includes 25 different images. Owner wa-

termarks embedded are are shown in Table 5. Size

of watermark varies from 256—3328. Owner details

include Owner Identification Number (OID), Owner

Name (ON), Owner House Number (OHN), Owner

Sector (OSE), Owner City (OC), Owner State (OST),

Owner Mobile Number (OMN), Owner E-mail (OEM)

and Owner Country (OCY). Multiple owner details are

generated by assigning the owner details sequentially.

Encrypted owner details are generated in multiple of

128 bits as per the block size specification of AES.

Watermark embedding is achieved by combining

different owner details. In re-watermarking multiple

watermarks are implanted in a sequential manner.

Re-watermarking model uses the successive insertion

method to deliver flexibility by defining the number of

watermarks to be inserted in the image.

5.2. Proposed Model

For embedding and extracting watermark content

(Ec) from cover Image (I), various operations performed

are depicted in Figure 6 and Figure 7. Mid Frequency

Coefficients (MFC) are quantized using DCT in Block

Size (Bs) of 4£4. Partial IDCT and second DCT are
applied for block determination (BD). The RGB color

space is converted to YUV color space for each 4£ 4
block using equations (20).

Y = 0:299£R+0:587£G+0:114£B
U = 0:596£R¡ 0:275£G¡ 0:321£B
V = 0:212£R¡ 0:523£G¡ 0:311£B (20)

5.3. Experimental Results

Quantitative parameters are analyzed for identifying

the effectiveness of the proposed approach. The pa-

rameters include Peak Signal to Noise Ratio (PSNR),

Structure Similarity Index (SSIM), Correlation Coeffi-

cient (CC), Entropy (E), Embedding Processing Time

(EPT) and Retrieval Processing Time (RPT). The sta-

tistical analysis data SAD containing minimum (MN),

maximum (MX) and mean (ME) values are evaluated

for each parameter.

Quantitative parameters are mathematically defined

image quality measures which play a vital role depend-

ing upon the image processing applications they are ap-

plied in. The quality measures are independent of the

perceptual conditions and specific observers. PSNR is
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Fig. 6. Watermark Embedding Algorithm
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Fig. 7. Watermark Retrieval Algorithm

created on pixel difference based measure. In this orig-

inal and watermarked images are compared in terms of

undistorted reference signal and error signal. SSIM on

the other hand is based on Human Visual System mea-

sure. This measure is closely related to the perception

of human eye in terms of luminance, contrast and com-

parative structure of two images. In CC correlation of

pixels is used as a measure of the image quality mea-

sure. Entropy is used to predict the image coding quality

for different embedding rates. It measures the disorga-

nized occurrence of watermarked pixels in each row and

column and to increase the image visibility.

1) PSNR PSNR is a commonly used measure for de-

termining the quality of images. PSNR computes the

peak signal to noise ratio between two images. The ra-

tio factor is used for quality determination among cover

image and watermarked image. PSNR for image is cal-

culated in decibels (dB) using the equation [61] (21).

PSNR= 10log10
(2N ¡ 1)2
MSE

(21)

N is the maximum bit size for a pixel, MSE is Mean

Square Error.

PSNR is calculated for all image dimensions with

varying watermark size. High values of PSNR obtained

imply that the generated image contains less noise.

Inverse relation exists between MSE and PSNR such

that a lower value of MSE results in high PSNR whereas

a higher value of MSE results in low PSNR.
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Fig. 8. % Increase in PSNR for different image dimensions.

TABLE 6.

Comparative analysis of PSNR obtained with previous approaches.

Image

Dimensions

Proposed

Approach

Previous

Approach % Increase

512£ 512 50.69 48.5 [62] 4.52

640£ 480 51.28 49.09 [63] 4.46

800£ 600 53.17 43.48 [64] 22.29

1024£ 768 55.22 44.6 [65] 23.81

Average PSNR results obtained are: 50.69 for 512£
512 images, 51.28 for 640£480 images, 53.17 for
800£ 600 images and 55.22 for 1024£ 768. The re-
sults ascertain creation of good quality watermarked

images. It is also observed that with increasing image

dimensions PSNR is also getting increased. Compara-

tive analysis of PSNR obtained using our proposed ap-

proach with other approaches identified from literature

is shown in Table 6.

MX PSNR % increase of 23.81 is observed for

1024£ 768 images while MN PSNR % increase of

4.46 is observed for 640£ 480 images. The results

obtained using the proposed approach delivers a PSNR

higher than the existing techniques, thereby displaying

a significant improvement. % increase in PSNR for

different image dimensions is shown in Figure 8.

2) SSIM SSIM calculates the similarity among two

images. It is based on the notion of HVS that measure

the variation of structure between the original and the

watermarked image. It matches luminance, contrast and

structure among two images. Maximum value of 1 is

attained if the two images are completely alike. SSIM

is defined by the equation [9] (22).

SSIM(x,y) =
(2¹x¹y +C1)(2¾xy +C2)

(¹2x +¹
2
y +C1)(¾

2
x +¾

2
y +C2)

(22)

Fig. 9. % Increase in SSIM for different image dimensions.

TABLE 7.

Comparative analysis of SSIM obtained with previous approaches.

Image

Dimensions

Proposed

Approach

Previous

Approach % Increase

512£ 512 0.99894 .99600 [67] .30

640£ 480 0.99908 .99250 [68] 5.17

800£ 600 0.99932 .99000 [69] .94

1024£ 768 0.99957 .99710 [70] .25

where, x, y are the image pixel positions; ¹x, ¹y are

the mean values w.r.t. x and y; ¾x, ¾y are the standard

deviation values w.r.t. x and y; C1 and C2 are the stabil-

ity constants. SSIM is calculated for all image dimen-

sions varying watermark size. Comparative analysis of

SSIM obtained using proposed approach with previous

approaches identified from literature is shown in Ta-

ble 7.

Structural data present in an image have strong

inter-pixel dependencies among spatial content. It lies

in the range of ¡1 and 1. These dependencies carry
significant evidence about the structure of the objects

in the image. MX SSIM % increase of 5.17 is observed

for 640£ 480 images whileMN SSIM % increase of .25

is observed for 1024£ 768 images. Experimental results
state an improvement of SSIM index in comparison to

the previous approaches. If two images are alike by

SSIM then perceptual quality of watermarked image is

considered to be of good quality. % Increase in SSIM

for different image dimensions is shown in Figure 9.

3) CC CC parameter identifies the association among

two images. A positive correlation creates a CC value

close to +1 while a negative correlation creates a CC

value close to ¡1. The CC between original image

and watermarked image computes image deformation at
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Fig. 10. % Increase in CC for different image dimensions.

TABLE 8.

Comparative analysis of CC obtained with previous approaches.

Image

Dimensions

Proposed

Approach

Previous

Approach % Increase

512£ 512 .99969 0.9074 [72] 10.17

640£ 480 .99978 0.9389 [71] 6.48

800£ 600 .99985 0.99166 [73] 0.83

1024£ 768 .99985 0.9992 [74] 0.07

pixels level. CC is calculated by the equation [71] (23).

Cab =

1

r ¤ c
PP

(Ai,j ¡ Ā)(Bi,j ¡ B̄)r
1

r ¤ c
PP

(Ai,j ¡ Ā)2
r

1

r ¤ c
PP

(Bi,j ¡ B̄)2
(23)

Ai,j and Bi,j are the pixels in the ith row and jth column

of images A and B; Ā is the mean of A while B̄ is mean

of B; r and c are the width and height of an image.

CC is measured for all image dimensions with varying

watermark size. Comparative analysis of CC obtained

with previous approaches is shown in Table 8.

The closer CC value is to one, the better it is. Our

approach generates a high positive CC which reveals a

strong association among host image and watermarked

image. MX CC % increase of 10.17 is observed for

512£ 512 images while MN CC % increase of .07 is

observed for 1024£768 images. Experimental results
state an improvement of CC in comparison to the pre-

vious approaches. % Increase in CC for different image

dimensions is shown in Figure 10.

4) NPCR NPCR determines the total number of pixels

altered between original image (I) and watermarked

image (I0). It calculates the percentage of dissimilar
pixel quantities between images. NPCR is calculated by

equation [75] (24)

NPCR=

Pm
i=1

Pn
i=1pi,j

m ¤ n ¤ 100% (24)

Fig. 11. % Increase in NPCR for different image dimensions.

TABLE 9.

% Increase in NPCR for different image dimensions.

Image Dimensions % Increase

512£ 512 0.42

640£ 480 1.94

800£ 600 0.47

1024£ 768 0.33

where,

pi,j = 0, if Ii,j = I
0
i,j

1, if Ii,j 6= I 0i,j
m, n are the width and height of the image; pi,j is an

array of same size as I and I0. NPCR is evaluated for all
image dimensions with varying watermark size. Aver-

age NPCR results obtained are: .11282 for 512£ 512
images, 0.10254 for 640£ 480 images, 0.07732 for
800£ 600 images and 0.05803 for 1024£ 768. Com-
parative ratio proportion reveals % increase in NPCR

obtained using proposed approach with previous image

encryption approaches [76—79]. % Increase in NPCR

for different image dimensions is shown in Table 9.

NPCR parameter is used commonly in image en-

cryption. The parameter identifies the number of pix-

els change rate between two ciphered images. For good

NPCR encrypted image the change rate should be close

to 100. For the first time NPCR parameter is explored

in the field of watermarking. Since watermarking aims

at prevention of image distortion between original and

the watermarked image, so a good NPCR watermarked

image will give value close to 0. Our average NPCR

outcome for different image dimensions reveals a good

assessment. MX NPCR % increase of 1.94 is observed

for 640£ 480 images while MN NPCR % increase of

.09 is observed for 1024£ 768 images. % Increase

in NPCR for different image dimensions is shown in

Figure 11.
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Fig. 12. % Variation in Entropy between original images and complete watermarked images for dimensions. (a) 512£ 512; (b) 640£ 480;
(c) 800£ 600; (d) 1024£ 768.

5) Entropy Entropy is a statistical measure of uncer-

tainty defined by the equation [80] (25)

EG =

nX
x2G

p(x) log

μ
1

p(x)

¶
(25)

G is the data raised from a particular domain and p(x)

is the probability of sample in the group G. Entropy

parameter ascertains existence of watermarks’ imper-

ceptibility. A watermarked image having high entropy

has less perceivable distortion to human eye than an

image with low entropy.

Entropy is estimated for all image dimensions with

varying watermark size. Average Entropy results ob-

tained are: 7.3847 for 512£ 512 images, 7.3653 for
640£ 480 images, 7.4225 for 800£ 600 images and
7.4733 for 1024£ 768 images. % Variation in Entropy

between original images and complete watermarked im-

ages for all image dimensions are shown in Figure 12.

Results show that the watermarks embedded in the im-

age are highly imperceptible as the entropy values ob-

tained are slightly more than the original image entropy.

A higher disorder implies that more information can be

embedded in the image without being perceived.

6) EPT and RPT EPT is the total computational time

taken by the proposed watermarking scheme. It is

Fig. 13. % EPT for various image dimensions.

measured in milliseconds (ms). The processing time

achieved using the proposed approach depicts a small

embedding time complexity as shown in Figure 13.

RPT is the total computational time taken by the

proposed watermarking scheme. It is measured in mil-

liseconds (ms). The processing time achieved using the

proposed approach depicts a small retrieving time com-

plexity as shown in Figure 14.

7) Robustness In order to test the robustness of the

proposed approach, various attacks are launched against
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TABLE 10.

NC for various attacks.

Attack Previous Approach 512£ 512 512£ 512 640£ 480 800£ 600 1024£ 768
Salt and Pepper Noise .9805 .9857 .9887 .9896 .9912

Gaussian Noise .9800 .9859 .9873 .9894 .9921

Cropping .9177 .9265 .9289 .9345 .9412

JPEG Compression .9898 .9917 .9939 .9947 .9986

Median Filtering .9112 .9225 .9312 .9319 .9418

Fig. 14. % RPT for various image dimensions.

the watermarked image. These attacks include Salt and

Pepper Noise, Gaussian Noise, Cropping, JPEG Com-

pression and Median Filtering. Normalized Correlation

(NC) performance of proposed algorithm against attacks

on watermark embedded for a set of all image dimen-

sions is shown in Table 10.

6. CONCLUSIONS

This paper proposes the problem of semi-blind and

secure digital watermarking for authentic cation of im-

ages. It generates solution by providing confidential-

ity, integrity, and authenticity to the watermarked im-

age. The objective is achieved by integrating digital wa-

termarking & cryptography together in order to insert

the secret information to gain a high level of privacy

& efficiency. AES encrypted watermark with a secret

key bundle makes it very challenging for the attacker

to identify and hinder the watermark saved inside host

image. ECDHP generates secret key based on discrete

logarithm for solving key distribution problem among

multiple owners and distributers. Insertion and removal

of secure watermark using DCT domain provides low

computational complexity and fast speed. The perfor-

mances of the secure watermarking technique are com-

pared on the basis of PSNR, SSIM, CC, NPCR and En-

tropy values. Quantitative analysis of image quality pa-

rameters reveals effectiveness of the proposed approach.
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